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DIGITAL MALAWI PROGRAM PHASE II:  DIGITAL MALAWI ACCELERATION PROJECT (DMAP)
GRANT NUMBER			:		IDA-E338MW
PROJECT NUMBER: 		P505095
Terms of Reference (TOR)

PROVISION OF TRAINING SERVICES FOR TECHNICAL STAFF  

Period of assignment: (6 months intermittent)

1. INTRODUCTION 

The Government of Malawi (GoM) developed the National Digitalization Policy (2023-2028) that aims to “contribute to the social-economic development of the country through the enhanced provision of integrated, inclusive and dynamic digital systems and services” through targeted interventions in 8 priority areas including human capital development. The policy acknowledges the inadequate numbers of specialized ICT professionals and institutional capacity in Malawi with very few certified professionals in specialist ICT areas. This makes Malawi continue to depend on international experts as well as institutions for capacity development and for implementing and managing complex ICT initiatives. While this trend cannot be reversed overnight, GoM wants to develop a large pool of highly skilled ICT personnel to carry out ICT research and develop ICT innovations within the country, including in the public sector.
  

2. DIGITAL MALAWI ACCELERATION PROJECT (DMAP)  

The Digital Malawi Acceleration Project (DMAP) is building on the pillars and investments made in the Digital Malawi Foundations Project. The project aims to increase access to and inclusive use of the internet and improve the government's capacity to deliver digitally enabled services.  
The project has been divided into 4 components namely; component 1- affordable broadband and secure data hosting; component 2 - interoperable and secure data platforms; component 3 - high impact digital services and productive digital usage, and component 4 - project management and capacity building. Through the project the government is among other things improving government efficiency, resilience, and ability to sustain operations even in the face of natural disasters; as well as strengthening the institutional and human capacity needed to promote ICT infrastructure investment, market competitiveness, digital engagement, job creation, and innovation. 
3. CAPACITY BUILDING FOR GOVERNMENT TECHNICAL OFFICERS 

The GoM received financing from the World Bank towards the implementation of the Digital Malawi Acceleration Project which intends to apply part of the proceeds for the consulting services of firm(s) to provide training service for GoM technical staff.

Typical requirements for any successful eGovernment effort include the availability of a skilled workforce with a good capacity for learning, along with other factors like leadership, regulatory frameworks, financial resources, organizational conditions, ICT infrastructure and the like. 

Compared to several other countries in Africa, Malawi has been much slower to recognize and take necessary steps towards harnessing advantages offered by Information and communication technologies (ICT) for development and governance. Characterised by low Internet penetration, high cost and low quality of ICT services, a significant digital divide between different demographic groups, and underdeveloped human and institutional capacities, there is a realisation that citizens, businesses, and institutions are increasingly being left behind and isolated from the digital world and economy of the future. In particular, skill shortages have contributed to deficiencies in public administration and service delivery, which has in turn contributed to an environment in which it is difficult for citizens and businesses to access public services.

In order to address these capacity issues, the Department of E-Government would like to ensure that technical officers at all levels in Ministries, Departments and agencies are trained in industry-relevant courses and certifications such as Cyber security, systems development, project management, artificial intelligence, business analytics, data centre management, cloud computing  and network management. 

4. OBJECTIVES FOR THE ASSIGNMENT 
The objective of the assignment is to build human capacity to sustain the investment in ICT infrastructure and systems. This will ensure continued and consistent support to government wide adoption of ICT as a central part of efficient management and operations. 
The specific objectives are:
Lot 1.
1.1. To provide entry level certification training in computer networking.
1.2. To provide intermediate to advanced level certificate training in internet protocol management and configuration.
1.3. To provide entry level certification training in open-source operating system management and administration.
1.4. To provide entry level certification training in IT service management frameworks. 
Lot 2. 
2.1. To provide entry to intermediate level certification training in enterprise architecture frameworks, methods, and best practices for aligning business and IT. 
2.2. To provide entry to advanced level certification training in cloud computing and architecture
2.3. To provide entry level certification training in system integration and API management and identity products.
2.4. To provide entry level certification training in Agile project management frameworks
2.5. To provide certification training in software development
Lot 3.
3.1 To provide intermediate to advanced-level certification training in the administration and management of hyperconverged and enterprise cloud infrastructure. 
Lot 4.
4.1 To provide entry to advanced level certification training in cloud security. 
4.2  To provide entry and advanced level certification training in network security.
4.3 To provide entry to entry to advanced level certification training in data privacy. 

5 SCOPE OF WORK
Under Lot 1.1 The following is the expectation: 
1.1.1 To train 40 ICT officers providing frontline support and maintenance of connectivity in entry level networking certification course CompTIA Network +. 
1.1.2 The training shall be conducted in a period not exceeding 4 months. 10 days of face-to-face training per month, and the remainder days with structured virtual sessions. 
1.1.3 Participants shall be trained in cohorts not exceeding 10. 
1.1.4 The trainer shall provide training material.
1.1.5 The trainer shall register each participant with the relevant certification site and ensure their access to all relevant resource material from certification site.
1.1.6 The trainer shall register each participant for relevant certification examination on certification site, and take them through exam preparation.
1.1.7 The trainer shall require participants to successfully complete monthly course work/assignments before proceeding to the next month of training and provide reports on the same as evidence.    
1.1.8 At completion of training sessions and examination preparations, have participants sit for certification examination.

Under Lot 1.2   The following is the expectation:
1.2.1 To train 10 ICT Officers providing frontline support and maintenance of connectivity in intermediate to advanced level IPV6 planning and management.
1.2.2 The training shall be conducted in a period not exceeding 14 days of days of face-to-face training. 
1.2.3 Participants shall be trained in a single cohort of 10. 
1.2.4 The trainer shall provide training material. 
1.2.5 The trainer shall register each participant with the relevant certification site and ensure their access to all relevant resource material from certification site.
1.2.6 The trainer shall register each participant for relevant certification examination on certification site, and take them through exam preparation. 
1.2.7 At completion of training sessions and examination preparations, have participants sit for certification examination.

Under Lot 1.3   The following is the expectation:
1.3.1 To train 4 ICT Officers in entry level open-source operating system administration and management certification course. 
1.3.2 The training shall be conducted in a period not exceeding 14 days of days of face-to-face training. 
1.3.3 Participants shall be trained in a single cohort not exceeding 4. 
1.3.4 The trainer shall provide training material. 
1.3.5 The trainer shall register each participant with the relevant certification site and ensure their access to all relevant resource material from certification site.
1.3.6 The trainer shall register each participant for relevant certification examination on certification site, and take them through exam preparation. 
1.3.7 At completion of training sessions and examination preparations, have participants sit for certification examination.
Under Lot 1.4 The following is the expectation:
1.4.1 To train 20 ICT officers managing services and managing or working in network operating centres in entry level IT service management framework certification, Information Technology Infrastructure Library (ITIL) Foundation.
1.4.2 The training shall be conducted in a period not exceeding 2 days.
1.4.3 Participants shall be trained in one cohort . 
1.4.4 The trainer shall provide training material. 
1.4.5 The trainer shall register each participant with the relevant certification site and ensure their access to all relevant resource material from certification site.
1.4.6 The trainer shall register each participant for relevant certification examination on certification site, and take them through exam preparation. 
1.4.7  At completion of training sessions and examination preparations, have participants sit for certification examination.

Under Lot 2.1  The following is the expectation:
2.1.1. To train 10 ICT Officers involved in decision making for varied systems in enterprise architecture framework certification, The Open Group Architecture Framework (TOGAF).
2.1.2. The training shall be conducted face to face over a period not exceeding 10 days. 
2.1.3. Participants shall be trained in cohorts not exceeding 10. 
2.1.4. The trainer shall provide training material. 
2.1.5. The trainer shall register each participant with the relevant certification site and ensure their access to all relevant resource material from certification site.
2.1.6. The trainer shall register each participant for relevant certification examination on certification site, and take them through exam preparation. 
2.1.7. The trainer shall require participants to successfully complete monthly course work/assignments before proceeding to the next month of training and provide reports on the same as evidence.
2.1.8. At completion of training sessions and examination preparations, have participants sit for certification examination. 

Under Lot 2.2  The following is the expectation:
2.2.1. To train 30 ICT Officers in cloud computing architecture certification. 
2.2.2. The training shall be conducted over a period not exceeding 2 months. 10 days of face-to-face training per month, and the remainder days with structured virtual sessions.
2.2.3. Participants shall be trained in cohorts not exceeding 10. 
2.2.4. The trainer shall provide training material. 
2.2.5. The trainer shall register each participant with the relevant certification site and ensure their access to all relevant resource material from certification site.
2.2.6. The trainer shall register each participant for relevant certification examination on certification site, and take them through exam preparation. 
2.2.7. The trainer shall require participants to successfully complete monthly course work/assignments before proceeding to the next month of training and provide reports on the same as evidence.
2.2.8. At completion of training sessions and examination preparations, have participants sit for certification examination


Under Lot 2.3  The following is the expectation:
2.3.1. To train 30  ICT Officers in system integration and API management and identity products . 
2.3.2. The training shall be conducted over a period not exceeding 6 months. 10 days of face-to-face training per month, and the remainder days with structured virtual sessions.
2.3.3. Participants shall be trained in cohorts not exceeding 10. 
2.3.4. The trainer shall provide training material. 
2.3.5. The trainer shall register each participant with the relevant certification site and ensure their access to all relevant resource material from certification site.
2.3.6. The trainer shall register each participant for relevant certification examination on certification site, and take them through exam preparation. 
2.3.7. The trainer shall require participants to successfully complete monthly course work/assignments before proceeding to the next month of training and provide reports on the same as evidence.
2.3.8. At completion of training sessions and examination preparations, have participants sit for certification examination.
Under Lot 2.4.  The following is the expectation:
2.4.1. To train 31 ICT Officers in Agile project management frameworks.  
2.4.2. The training shall be conducted over a period not exceeding 6 months. 10 days of face-to-face training per month, and the remainder days with structured virtual sessions.
2.4.3. Participants shall be trained in cohorts not exceeding 11. 
2.4.4. The trainer shall provide training material. 
2.4.5. The trainer shall register each participant with the relevant certification site and ensure their access to all relevant resource material from certification site.
2.4.6. The trainer shall register each participant for relevant certification examination on certification site, and take them through exam preparation. 
2.4.7. The trainer shall require participants to successfully complete monthly course work/assignments before proceeding to the next month of training and provide reports on the same as evidence.
2.4.8. At completion of training sessions and examination preparations, have participants sit for certification examination.
Under Lot 2.5  The following is the expectation:
1.1.1. To train 20 ICT Officers involved in in Certified Software Development Professional.  
1.1.2. The training shall be conducted over a period not exceeding 6 months. 10 days of face-to-face training per month, and the remainder days with structured virtual sessions.
1.1.3. Participants shall be trained in cohorts not exceeding 10. 
1.1.4. The trainer shall provide training material. 
1.1.5. The trainer shall register each participant with the relevant certification site and ensure their access to all relevant resource material from certification site.
1.1.6. The trainer shall register each participant for relevant certification examination on certification site, and take them through exam preparation. 
1.1.7. The trainer shall require participants to successfully complete monthly course work/assignments before proceeding to the next month of training and provide reports on the same as evidence.
1.1.8. At completion of training sessions and examination preparations, have participants sit for certification examination.

Under Lot 3.1 The following is the expectation:
3.1.1. To train 20 ICT Officers in Microservices and CI/CD and Containers, architecture, containerization technologies and continuous integration/continuous delivery (CI/CD) pipelines.  
3.1.2. The training shall be conducted over a period not exceeding 3 months. 10 days of face-to-face training per month, and the remainder days with structured virtual sessions.
3.1.3. Participants shall be trained in cohorts not exceeding 10. 
3.1.4. The trainer shall provide training material. 
3.1.5. The trainer shall register each participant with the relevant certification site and ensure their access to all relevant resource material from certification site.
3.1.6. The trainer shall register each participant for relevant certification examination on certification site, and take them through exam preparation. 
3.1.7. The trainer shall require participants to successfully complete monthly course work/assignments before proceeding to the next month of training and provide reports on the same as evidence.
3.1.8. At completion of training sessions and examination preparations, have participants sit for certification examination.
Under Lot 4.1. The following is the expectation:
4.1.1 To train 20 ICT in entry to advanced level cloud in security certification.  
4.1.2 The training shall be conducted over a period not exceeding 4 months. 10 days of face-to-face training per month, and the remainder days with structured virtual sessions.
4.1.3 Participants shall be trained in cohorts not exceeding 10. 
4.1.4 The trainer shall provide training material. 
4.1.5 The trainer shall register each participant with the relevant certification site and ensure their access to all relevant resource material from certification site.
4.1.6 The trainer shall register each participant for relevant certification examination on certification site, and take them through exam preparation. 
4.1.7 The trainer shall require participants to successfully complete monthly course work/assignments before proceeding to the next month of training and provide reports on the same as evidence.
4.1.8 At completion of training sessions and examination preparations, have participants sit for certification examination




Under Lot 4.2. The following is the expectation:
4.2.1. To train 20 ICT Officers in entry to advanced level certification in network security.  
4.2.2. The training shall be conducted over a period not exceeding 6 months. 10 days of face-to-face training per month, and the remainder days with structured virtual sessions.
4.2.3. Participants shall be trained in cohorts not exceeding 10. 
4.2.4. The trainer shall provide training material. 
4.2.5. The trainer shall register each participant with the relevant certification site and ensure their access to all relevant resource material from certification site.
4.2.6. The trainer shall register each participant for relevant certification examination on certification site, and take them through exam preparation. 
4.2.7. The trainer shall require participants to successfully complete monthly course work/assignments before proceeding to the next month of training and provide reports on the same as evidence.
4.2.8. At completion of training sessions and examination preparations, have participants sit for certification examination.
Under Lot 4.3. The following is the expectation:
4.3.1. To train 20 ICT Officers in entry to advanced level certification in data privacy.  
4.3.2. The training shall be conducted over a period not exceeding 6 months. 10 days of face-to-face training per month, and the remainder days with structured virtual sessions.
4.3.3. Participants shall be trained in cohorts not exceeding 10. 
4.3.4. The trainer shall provide training material. 
4.3.5. The trainer shall register each participant with the relevant certification site and ensure their access to all relevant resource material from certification site.
4.3.6. The trainer shall register each participant for relevant certification examination on certification site, and take them through exam preparation. 
4.3.7. The trainer shall require participants to successfully complete monthly course work/assignments before proceeding to the next month of training and provide reports on the same as evidence.
4.3.8. At completion of training sessions and examination preparations, have participants sit for certification examination.
QUALIFICATION AND EXPERIENCE OF THE CONSULTANCY FIRM (KEY PERSONNEL)
Lot 1
The consultancy firm should possess a team of experienced consultants with a minimum qualification of Bachelor‘s Degree in at least one of the following domains: Computer Science or, Business Information Systems or Information Technology. The firm should have conducted at least two (2) similar assignments, in the past five (5) years, demonstrable by completion certificates or any other relevant documentation from the contracting institutions. 
· The Team Leader Consultant should have a minimum of a Bachelor’s Degree in at least one of the following: Computer Science, Business Information Systems or Information Technology and possess at least one of the following certifications and experience; 
· CCNA Professional with at least 5 years industry experience in role of network administrator and thus performing tasks such as maintaining and upgrading existing networks, setting up new networks, installing as well as configuring and maintaining network hardware, monitoring and maximizing network performance.
· At least 5 years of experience in training in computer networks.
 
· The Associate Consultants should individually have at least a Bachelor’s degree in Information Technology or, Computer Science or Business Information Systems. The Associate Consultants team should have individuals with the following certifications and experience. 
· CISCO Network Professional with at least 2 years industry experience in role of network administrator and thus performing tasks such as maintaining and upgrading existing networks, setting up new networks, installing as well as configuring and maintaining network hardware, monitoring and maximizing network performance. 
· ITIL Professional certification plus at least 2 years of experience in training in computer networks.
 Lot 2
The consultancy firm should possess a team of experienced consultants with a minimum qualification of Bachelor‘s Degree in at least one of the following domains: Computer Science or, Business Information Systems or Information Technology. The firm should have conducted at least two (2) similar assignments, in the past five (5) years, demonstrable by completion certificates or any other relevant documentation from the contracting institutions. 
· The Team Leader Consultant should have a minimum of a Bachelor’s Degree in at least one of the following: Computer Science, Business Information Systems or Information Technology Computer Science, Business Information Systems or Information Technology. and possess the following certifications and experience;
· At least 5 years industry experience in training software development and ICT project management.  
· At least 5 years industry experience in the role of a software development and involved in system integration.
· Software development Certification
· The Associate Consultants should individually have at least a Bachelor’s degree in Information Technology or, Computer Science or Business Information Systems. The Associate Consultants team should have individuals with the following certifications and experience;
· Agile Project Management SCRUM certification
· WSO2 certification
· Cloud computing 
· At least 2 years industry experience in role of a software development and handling system integration. 
· At least 2 years industry experience in role of full stack desktop application programmer. 
· At least 2 years industry experience in role of involving cloud computing. 
 Lot 3
The consultancy firm should possess a team of experienced consultants with a minimum qualification of Bachelor‘s Degree in at least one of the following domains: Computer Science or, Business Information Systems or Information Technology. The firm should have conducted at least two (2) similar assignments, in the past five (5) years, demonstrable by completion certificates or any other relevant documentation from the contracting institutions. 
· The Team Leader Consultant should have a minimum of a Bachelor’s Degree in at least one of the following: Computer Science, Business Information Systems or Information Technology and possess at least one of the following certifications and experience; 
· Cloud computing 
· Information System Security 
· Network security
· Cloud Security
· 5 years’ experience in training in Microsoft corporate solutions and virtualization.
 
· The Associate Consultants should individually have at least a Bachelor’s degree in Information Technology or, Computer Science or Business Information Systems. The Associate Consultants team should have individuals with the following certifications and experience. 
· Information security professional certification with at least 2 years industry experience actively handling information security. 
     Lot 4
The consultancy firm should possess a team of experienced consultants with a minimum qualification of Bachelor‘s Degree in at least one of the following domains: Network Security, Computer Science or, Business Information Systems or Information Technology. The firm should have conducted at least two (2) similar assignments, in the past two (2) years, demonstrable by completion certificates or any other relevant documentation from the contracting institution.  
· The Team Leader Consultant should have a minimum of a Bachelor’s Degree in at least one of the following; Computer Science or, Business Information Systems or Information Technology or Information Security or Cybersecurity and possess at least one of the following certifications and experience;
· CISCO Network Professional with at least 2 years industry experience in role of network administrator and thus performing tasks such as maintaining and upgrading existing networks, setting up new networks, installing as well as configuring and maintaining network hardware, monitoring and maximizing network performance
· Certified Information Privacy Professional or similar, with 2 years industry experience in data privacy and system security. 
· EC Council, Network Defender with 2 years industry experience in actively handling network security and penetration testing.
 
· The Associate Consultants should individually have at least a Bachelor’s degree in Information Technology or, Computer Science or Business Information Systems or Information Security or Cybersecurity. The Associate Consultants team should have individuals with the following certifications and experience;
· IAPP certification or similar with at least 2 years industry experience in actively handling data privacy, prevention, mitigation and recovery with 2 years industry experience in training cybersecurity or server administration.
2 DURATION OF THE ASSIGNMENT 
The assignment should not exceed 6 months.  For specific details of certifications and indicated maximum training period please refer to the training plan in the excel attached.
3 DOCUMENTATION
The following documentation should be attached:
· Financial proposal in the form of a training plan with timelines and related budgets (Tuition fees, exam certification fees): refer to the excel sheet on quantities and duration of sessions
· Technical proposal (Company profile, trainer profile and CVs) and also explaining the understanding of the TORs and how you would like to undertake the assignment)
        
4 DELIVERABLES
· At the end, the technical ICT staff should acquire certifications. 
· For non-specialized trainings, learners should be able to demonstrate intermediate and advanced skills acquired. Certificates of completion or attendance should be provided by the training to each individual participant on successful completion of the training. 
· For orientation workshops, participants should demonstrate understanding and of the concepts and implementation. 

5 REPORTING   
The Consultants will be reporting to the DMAP Project Coordinator E-Government.  The PPPC shall be the contract holder.

 
6 REPORTS 
Consultancy reports shall be submitted in the official Standard English Language.  The reports shall be submitted in Microsoft Word, PDF and hard copy (3).

7 [bookmark: _Hlk184710075] ASPECTS TO BE PROVIDED BY PPPC
· Venue(s) for all in-country face-to-face training sessions.
· Participant transport allowances and DSAs for all in-country face-to-face training sessions.
· Payment to certification boards and exam fees for all certification courses. 
· Government Coordinator DSAs, fuel allowances and Driver DSAs for coordination all training 
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